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ABSTRACT 

Technical products are developed to meet the demands of stakeholders. Therefore, the product's 
functions and associated properties are important. Various influencing factors e.g., external 
disturbances can have an impact on the input flows of the products or its characteristics and 
thus on the functions. If this leads to deviations between the required and as-is functions, these 
deviations are called errors.  
It is therefore important to analyze errors in product development and implement measures to 
increase the robustness of the product. Model-Based Systems Engineering (MBSE) supports 
the development of complex systems. However, MBSE alone has limited ability to identify in-
depth errors. This requires knowledge of possible errors from previous products in specific 
contexts. For this purpose, the method proposed in this paper facilitates identifying errors in the 
concept phase by combining MBSE approaches with reusable knowledge (i.e., knowledge 
graph). The approach is presented using an application example for a mobile robot.  

Index Terms - Error Analysis, Robustness, Knowledge Graph, Product Development, 
Mobile Robotics 

1. INTRODUCTION AND MOTIVATION

Technical products are developed to fulfill specific demands. For this purpose, the product must 
provide relevant functions in combination with other relevant properties (e.g., reliability, 
availability, etc.). In this context, the function is a transformation of intended (function-
relevant) input flows (Ef) into intended (function-relevant) output flows (Af) (cf. Figure 1). The 
implementation of products leads to restrictions in the realization of the functions, since the 
product characteristics (according to the CPM model [1]) have deviations or ageing, among 
other things. In addition, external disturbance input variables En (e.g., vibrations) have an 
impact on the product [2]. 

Figure 1: Function depending on the intended and unintended input flows and internal state parameters 
[2, 3].  
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2. OBJECTIVE 

 
Developing products that are as robust as necessary (see Hansen's harmlessness condition [4]) 
is a key objective. In this context, robust means that the product must comply with the required 
properties of the relevant output flows (intended and unintended) within permissible tolerances 
even in the presence of fluctuations in the input variables and the internal parameters. The 
deviations between the as-is and required properties are referred to as errors [2, 3].  
For the analysis of possible errors in the context of product development, the interactions 
between external input variables and internal state parameter based on cause-effect 
relationships in the product must be investigated. As the basis for the analysis, a purposeful 
system description on basis of system-theoretical concepts is useful. 
A widely used approach for modelling complex mechatronic products is described in the so-
called Model-Based Systems Engineering (MBSE) [5, 6]. In these models, mainly the content 
aspects of the product to be developed are represented via model elements (use cases, 
requirements, function, logical elements, etc.), their parameters and relationships, which can be 
used as a basis for the analysis [7]. These models must already have a high degree of maturity 
before they can be used to analyze potential errors. This leads to efforts in product development. 
In addition, many insights into the behavior of the product to be developed in the planned 
environments are often not yet available [8]. 
The approach presented in this paper intends to reduce the modelling effort and increase the 
model quality by enhancing the system models with existing knowledge from other 
development processes and products using knowledge graphs.  
The following research question arises: How can existing knowledge about existing products 
and their relevant properties be used to enhance system models of the system of interest (SOI) 
using knowledge graphs as a basis for the analysis of possible errors? 
 

3. FUNDAMENTALS  
 
This section briefly presents background knowledge and underlying terms utilized in 
conjunction with the proposed approach in system modelling, error analysis and knowledge 
representations using knowledge graphs.  
 
3.1 System Modelling using Characteristics-Properties Modelling  
A basis for the description of products is the so-called Characteristics-Properties Modelling 
(CPM) approach by Weber [1]. In this approach, products are described via properties (e.g., 
behavior) and characteristics (e.g., sizes, arrangements). The classification according to 
properties and characteristics is used in this paper for system modelling, since the characteristics 
and properties are an important basis for the direct determination of errors and the basis for the 
query in knowledge graphs.  
 
3.2 Error Analysis based on System Models 
MBSE models, especially with the application of SysML, offer the possibility to describe 
system elements, their parameters and relations. Cause-effect analyses (e.g., FMEA or FTA) 
are carried out in many scientific investigations on the basis of these system descriptions [9–
11]. The knowledge represented in the system model can be reused in a goal-oriented manner. 
As the models are usually limited to the specific product context, only the context-specific 
knowledge can be used in these analyses. 
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3.3 Knowledge Representation 
3.3.1 Knowledge Graph 
For the concept in this paper, knowledge about possible errors is to be represented in knowledge 
graph. A knowledge graph is a semantic network consisting of nodes representing entities, and 
edges illustrate interconnected relationships among these entities in the graph form [12]. It 
incorporates large-scale data representing the knowledge that can be queried. In other words, 
knowledge graphs provide an efficient way to manage and utilize a huge amount of knowledge 
[13]. Moreover, it organizes knowledge in a structured graph-based form that is machine-
understandable and assists in flexible querying of particular information.  
 
3.3.2 Resource Description Framework (RDF) Knowledge Graph   
Different knowledge representation models can be used to store the knowledge graph. These 
models include Property Graph Model, Resource Description Framework (RDF), conceptual 
graphs and so on [14]. Each knowledge representation model has distinctive abilities and 
functionalities; therefore, the selection of a suitable model depends on several factors, such as 
the application domain and specific requirements etc. 
The RDF model [15] is selected in the proposed method because it follows a triple structure 
(i.e., subject, predicate and object statements) and represents knowledge in a flexible and 
expressive manner. The collection of these triples together forms an RDF knowledge graph. 
These triples should be organized in the form of an RDF dataset. RDF datasets can be perceived 
as directed labeled graphs in which each triple specifies an edge (i.e., labelled predicate) 
between the subject and object [16]. Many different formats can be used to represent the RDF 
dataset based on specific requirements or personal preferences. In the presented method, Terse 
RDF Triple Language (Turtle) format [17] is used as it provides concise and human-readable 
syntax for specifying RDF data. After specifying the RDF dataset, it is important to load it into 
the triple store, which is a special database designed to serve flexible querying of knowledge or 
data from the RDF dataset (i.e., RDF knowledge graph).  
 
3.3.3 SPARQL Query Language and SPARQL Endpoint 
Various query languages have been proposed for querying the knowledge graphs [18] such as 
Cypher and Gremlin [19, 20], and many more for property Graphs. SPARQL is a standard query 
language for RDF knowledge graphs [21]. SPARQL is used to retrieve information from the 
RDF dataset based on graph pattern matching [22]. To achieve this, the variables of triple 
patterns (i.e., the basic construct of the SPARQL query) are matched with the RDF dataset [16]. 
Moreover, SPARQL provides different operators (such as SELECT, WHERE, FILTER, etc.) 
to create expressive queries.   
Many SPARQL query services (i.e., SPARQL endpoints) are available that serves thousands 
of SPARQL queries each time [23, 24]. The SPARQL Endpoint is used to access the RDF 
dataset loaded in the triple store through the SPARQL query language. The SPARQL endpoint 
acts as an access gateway between the RDF data stored in a triple store and the application/user. 
The proposed approach in this contribution enables stakeholders to automatically extract 
potential errors from their system model by querying the knowledge graph using the SPARQL 
endpoint in the background.   
 

4. STATE OF THE ART 
 
As a basis for the development of the presented approach, scientific contributions were 
examined that address the analysis of technical products with regard to errors, including the use 
of models. Selection and evaluation of literature are based on four requirements specified by 
considering the research question identified in the objective section. These requirements are 
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necessary in order to support stakeholders in identifying potential errors in technical products 
during the concept phase of development: 

• R1: The approach should be applicable at the mechatronic system level, which means 
that it should support the MBSE approaches (e.g., using SysML modelling language). 
This is important as MBSE supports stakeholders from different disciplines by 
providing a holistic view of the overall system through models that lead to efficiently 
managing the complexity of the overall system [25].  

• R2: The approach must consider potential errors identification in the concept phase of 
development to enhance the overall robustness of system. The analysis of potential 
errors during the concept phase is crucial for decision-making and finding suitable 
solution concepts to avoid negative consequences of these decisions during the later 
product development phases. Various external factors (such as vibrations, humidity, 
temperature, etc.) can impact the system's functionality resulting in unexpected 
potential errors in the overall system.  

• R3: The approach should facilitate the reuse of existing knowledge regarding potential 
errors. It is necessary to have an established knowledge base enriched with potential 
errors of prior products that facilitate engineers in evaluating and identifying potential 
errors during the concept phase of product development.  

• R4: Support in the modelling tool to retrieve the potential error information based on 
the system model. The approaches should provide a feature in the modelling tool that 
can automatically retrieve possible potential errors by capturing the system model 
information. 

 
Among all the examined approaches [2, 9, 10, 25–33], only a few are briefly discussed as an 
example. The approach presented by Hecht et al. [31] automates the generation of Failure 
Modes and Effects Analyses (FMEAs) using SysML. Biggs et al. [10] developed a profile to 
represent safety and reliability relevant information system model. Ebner et al. [26] developed 
a model-based approach to determine the design space of the mechatronic products considering  
functional safety and its analysis. These approaches follow requirement R1. The approaches 
proposed by Brix et al. [2] and Ebner et al. [26]  deal with the analysis of functionally related 
potential errors in the systems during the concept phase of product development and therefore 
follow requirement R2. 
The analysis of the current state of the art shows that several very good research results are 
available, but that the demands cannot be fully met. This motivates the following explanations 
of the approach presented.  

 
5. APPROACH OVERVIEW 

 
As a basis for the detailed explanations, the overall concept is presented first (cf. Figure 2). 
Based on this, the individual steps will be discussed in the following sections. The developed 
approach should support engineers in analyzing potential errors based on MBSE models in 
conjunction with a knowledge graph during the concept phase of product development. The 
proposed approach consists of following steps:  
 

1. Definition of the system model of the system of interest (SOI) based on the initial state 
of knowledge in a project using modelling with SysML. 

2. Analysis of the system model to obtain the necessary input information for the query in 
the knowledge graph. 

3. Search for existing knowledge on disturbances or known errors in the knowledge graph 
and transfer this knowledge to the system model. 
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Step 1 consist of two steps: creating (a) black- and (b) white-box system models (cf. Figure 2: 
Right). In the black-box model, the problem space of the SOI in the planned environment is 
defined. The problem space includes the use cases that the SOI must provide, taking into 
account existing constraints (i.e., environmental objects). The white-box model is created based 
on the black-box, in which the system is decomposed into relevant sub-systems considering the 
interfaces to the identified environmental objects in the black-box model, forming a high-level 
system architecture model [34]. The black- and white-box models are the basis for the query of 
possible errors in the knowledge graph, since the combination of black- and white-box model 
describes the expectations of the system behavior and their realization in the system (e.g. a 
required detection of disturbance objects (black box) is realized in the system by means of 
specific measurement functions and sensors).  
Steps 2 and 3 are only briefly discussed here, as they will be discussed in more detail in section 
6. In step 2, the black- and white-box model is used as a basis for determining the necessary 
inputs for the search queries. For this, the already defined model elements and their relations 
are traversed. In step 3, the potential errors can be searched based on the captured model 
information by querying (e.g., query(q) as shown in Figure 2) into the knowledge graph.  
For this contribution, potential errors from already existing products were added into the 
knowledge graph in order to create the basis for the search (cf. Figure 2: left). This aspect is not 
described in detail in the paper.   
The proposed method is evaluated using an example of a mobile robot system.  For this purpose, 
a knowledge graph framework is coupled with the SysML modelling tool via a plugin, which 
is further in the development phase, to automate the proposed method. The plugin directly 
supports stakeholders in the SysML modelling tool (i.e., Cameo Systems Modeler) to analyze 
potential errors based on the defined system models. 
 

 
Figure 2: Overall method approach. The right-hand side shows the system analysis with query(q) in the 
existing KG, identifying potential errors. The left side shows; capturing the knowledge of existing 
products in the KG. 
 
 
 



© 2023 by the authors. – Licensee Technische Universität Ilmenau, Deutschland. 6 

6. DETAILED STEPS OF THE APPROACH 
 
This section describes the proposed approach in details that supports engineers in analyzing 
potential errors in technical systems using a combination of MBSE and knowledge graph. The 
goal is to enhance the overall robustness of the system during the concept phase of product 
development by uncovering potential errors that occur due to external influencing factors, 
properties of the system elements or interactions between the system elements.  
Based on the steps mentioned in the approach overview (cf. Section 5), the second and the third 
steps are the main focus of this paper.  
 
6.1 Capturing Information from System of Interest (SOI) Analysis 
The approach starts with an analysis of the black- and white-box model of the system of interest 
(SOI). The captured information later serves as a base to identify potential errors by reusing the 
insights in the knowledge graph (cf. Subsection 6.2). 
Black Box: The analysis begins with the black-box model, which specifies the use cases or 
intended behavior of the system in the planned environment. The black-box model also includes 
the expected interactions of the system with the environment, taking into account boundary 
conditions (i.e., external influencing factors or environmental objects). The environment 
elements, their properties and the influencing factors can have a significant impact on the 
product behavior. 
To illustrate the method, a mobile robot system is chosen as an application example (see Figures 
3a & 3b). The use case associated with the robotic system is to reach a specific destination. 
When implementing the use case, the environmental elements (e.g., moving obstacles), the 
properties of the environmental elements (e.g., their velocity) and the interactions associated 
with the robot system must be considered. In order for the robot to move, friction between the 
robot and the ground is needed. The friction parameters can have variations, which can also 
affect the behavior of the robot.  
 

 
Figure 3a: Expected interactions of the mobile robot system in the context of the planned environment 
in the black-box model.   
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Figure 3b: Impact of external influencing factors (due to environmental objects with its associated 
properties) on the mobile robot system in the black-box model. 
 
White Box: The description of the implementation of the robot is done in the white-box model. 
In this model, the decomposed partial functions (if applicable in relevant states) as well as the 
decomposed system elements and their allocations are described.  
The influence of the environment objects, the properties of the system elements as well as the 
interactions of the system elements can affect the system behavior. In the SysML model, the 
relations between the model elements for the functions and the system elements up to the model 
elements for the environment elements are explicitly described (see Figure 4). For example, for 
the robot it is explicitly described in the model that the function "Detect Obstacle" is related to 
the environment element “Obstacle”. The environment element “Obstacle” has properties (such 
as “Size” and “Velocity”) that can influence the function "Detect Obstacle". It is also described 
that the function "Detect Obstacle" is realized by an initially abstractly described “Sensor” with 
a property “Resolution” and by a “CPU”. 
The parsing between the function (described as SysML activity), environment elements and 
system elements enables the determination of the required input information from the SysML 
model for the search in the knowledge graph. In Figure 4, the realized activity "Detect Obstacle" 
is parsed with the environment object "Obstacle" and the associated property "Velocity" and 
serves as the basis for capturing input information to query the knowledge graph for potential 
errors.   
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Figure 4: High-level system architecture in the white box model. 

 
 
6.2 Querying the Knowledge Graph based on the Captured Information from System 

of Interest Analysis 
In this sub-section, a knowledge graph is queried to retrieve potential errors based on the 
information captured from the high-level SysML model (cf. Subsection 6.1). To achieve this, 
an RDF knowledge graph is created by taking into account the knowledge about potential 
errors. To build an RDF knowledge graph, RDF datasets are filled with triples as an example 
(cf. Section 3). The defined RDF datasets are included with potential errors based on empirical 
knowledge from previous projects. These RDF datasets are stored in the knowledge graph 
database, which supports the visualization of the RDF knowledge graph, as shown in Figure 5.  
To retrieve potential errors based on the captured input information of the SysML model, the 
RDF knowledge graph, that is realized by stored RDF datasets, is queried. The query is 
performed using the SPARQL query language by accessing the SPARQL endpoint generated 
by the graph database (cf. Section 3). In Figure 4, the captured input information, such as the 
"Detect Obstacle" function is used to detect "Obstacle" with "Velocity" supports in analyzing 
the potential errors (e.g., Velocity Too High) by querying the RDF knowledge graph that is 
realized by RDF datasets via the SPARQL endpoint.  
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Figure 5: Querying the RDF Knowledge graph realized by RDF datasets based on the captured input 
information from subsection 6.1. 
 

7. IMPLEMENTATION DETAILS 
 
For the coupling of the SysML tool Cameo Systems Modeler (CSM) with the knowledge graph, 
the programming interface of the CSM is recommended. A plugin was created in the CSM for 
this purpose. CSM provides a plugin development framework that supports customizing or 
extending the functionality of the modelling tool through its application programming interface 
(API). The API offers interfaces, classes, methods, etc. to interact with the main features of the 
CSM using the JAVA programming language. In this paper, an initial prototype of the CSM 
plugin is presented, and a fully functional plugin is currently in the development phase.   
The initial prototype involves establishing a connection between the CSM modelling tool and 
the knowledge graph database. The developed connection retrieves potential errors within the 
CSM by querying the RDF knowledge graph obtained from RDF datasets. Before explaining 
the implementation details of initial plugin prototype, the construction of the RDF knowledge 
graph is discussed. The Ontotext GraphDB is selected as knowledge graph database because it 
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efficiently stores, retrieves, and manages the RDF datasets. An RDF is a data model that 
represents information in triples. The relationship between these triples forms a graph structure 
specified as an RDF knowledge graph (cf. Section 3 provides details). The implementation 
details comply with the proposed approach (cf. Section 6); therefore, the RDF datasets are 
defined based on the input information captured from the existing SysML model. Moreover, 
the defined datasets are loaded inside the Ontotext GraphDB repository that provides the feature 
to visualize the RDF knowledge graph (cf. Figure 6: Ontotext GraphDB part). In addition, 
Ontotext GraphDB provides a SPARQL endpoint (i.e., via the Ontotext GraphDB API) that 
acts as a means of interacting with the RDF knowledge graph realized by RDF datasets. 
The implementation details of the initially developed prototype begin by exporting the required 
configuration files and loading them into the CSM plugin directory (cf. Figure 6). The 
predefined SPARQL query written in the initial prototype plugin is performed based on the 
selection of activity of the SysML model through the customized icon. The formulated 
SPARQL query is sent to Ontotext GraphDB (i.e., SPARQL endpoint) via an HTTP request. 
The Ontotext GraphDB processes the SPARQL query and retrieves the corresponding 
information regarding potential errors from the RDF knowledge graph by realizing the stored 
RDF datasets. The SPARQL query response is sent back through the HTTP request protocol in 
JSON serialization format. Moreover, the potential error information is represented using the 
CSM tool interface after parsing the JSON response (cf. Figures 6 & 7).  
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Figure 6: Implementation overview of the initial prototype plugin that supports retrieval of potential 
errors by coupling the SysML model with the RDF knowledge graph. 
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Figure 7: Analyzing potential errors on CSM modelling tool based on parsing JSON response (cf. 
Figure 6: Step 5). 
 

8.  SUMMARY AND OUTLOOK 
 
The approach described in this paper demonstrates that potential errors in evolving technical 
products can be analyzed using the existing reusable knowledge base of established systems. 
To achieve this, a SOI SysML model is built to capture the necessary input information. The 
captured information serves as a basis for querying the insights of the knowledge graph to 
retrieve potential errors. 
The contribution addresses the research question mentioned in the objective section and 
identifies the potential errors by coupling the MBSE (i.e., SysML model) with the existing 
reusable knowledge in the knowledge graph. 
As part of future work, the existing knowledge graph will be further enhanced with the potential 
errors of many more established products. In addition, a fully functional magic draw plugin will 
be provided to support engineers in identifying potential errors based on their SysML model.   
Further research questions deal with considerations of fuzziness in search, necessary modelling 
guidelines, ontologies for model building, etc. 
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